The Spam Filter

This one of the least talked about things here on campus.

Spam is similar to postal junk mail in that it is unsolicited, bulk sales information. Spammers create
commercial sales emails and then email them to millions of people at one time. They get email
addresses by buying lists from other companies, stealing them from websites or sometimes just by
guessing what they might be with computer programs. Many of the emails fail to get delivered and
many more are not read, but because they distribute them in such large numbers, and because there is
always someone who reads and responds to them, they make good money doing it, hence they exist.

Most ISP's these days come with some form of SPAM filter for preventing SPAM from ever getting to
your Inbox. Most require you to both turn them on and do some basic configuring of how aggressive
you want the filter to be. The concern here is that non-SPAM email may get tagged incorrectly and you
never get it. However the filters have gotten better over time and as | said, you can usually "tune"
them to your desire. Often they have and BLACK lists, which allow you to either specifically Include
certain email addresses or Exclude them. You can usually use wild cards (*) to cover whole ranges of
potential emails, e.g. * @salesoffice.com which if in your BLACK list would exclude ALL email from
salesoffice.com.

Sonicwall Spam Filter

Santa Monica College uses Sonicwall as its filter. To see what it is doing go spam.smc.edu.
Type in your account name and password. The domain name should say SMC.

Under the heading of Junk Box you will see all the spam it is catching.

Configuring The Spam Filter

On the left, there is a column this is what you will see. Click the arrow at Anti-Spam, Anti-Phishing and
a pull down menu will pop up.

:I_'I Junk Box
w L@ Anti-Spam, Anti-Phishing
People
Companies
Lists
Anti-Spam Aggressiveness

Foreign Languages

There will be different ways for you to configure your spam filter.



Allow/Block

You will see two tabs. One you can set up to allow certain email to get through and others you want to
block. You can add or delete your email address. Click on the Tab that you want to use.
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Sender's Email Address «
[] ana_ketch@yahoo.com

[] etorres@hamiltonpacific, com

[ ]iondawson@yahoo.com

nosycat@aol.com
[]sondrag2@aocl.com
[] support@mailfrontier.com
[ us_dell_workstation_support@dell.com
[ ] victoria. westerskow @gmail. com

There might be a lot of email that comes in as @smc.edu. It might even have your name on it or
someone else. Santa Monica College on-campus email does not come to you as @smc.edu because of it
being internal system. Usually it is being sent to you off-campus. It is likely spam. You can usually tell
by the name in front of it or the content. You might want to add it to the block list.

As for things like Companies you just have to add the domain name just after the “@"” symbol.
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Domains -
COCA0E, org

CCCone.org
kcrw.com
kcrw.org

[ ] sonicwall. com



Foreign Lanuages

A lot of spam comes from foreign countries like China or Russia. But it also comes from other countries.
You might want to block them too.
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Fareign Languages
Choose Allow All to allow all email in & language without any screening.

Choose Block All to blodk all email in a language.
Choose No Opinion to allow email in a language to be screened by all filters installed in SonicWWALL Email Security.

Allow Al Blodk Al Mo Opinion

Enaglish
O @ O German
O ® O French
O ® O Spanish
[ ] ® O Arabic
O ® O Baltic
O ® O Chinese
O ® O Cyrillic
O ® O Greek
O ® O Hebrew
O @ O Japanese
(:) @. (:} Korean
o ® o Tha
O ® O Turkish
O @ O Vietnamese

Apply Changes

Remember!

Not all emails are spam or junk mail. If you don’t get one that a person swears they sent you, look at the
Spam Filter and see if it there. Don’t forget to Unjunk it and add them to the Allow list. You need to
configure it the way you would like emails to come to you.

For as many ways there is to block junk mail, there are many more ways the spammers work to get
around it.



